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As an alternative to testing, formal proofs of a program’s correctness may be
constructed. The application of these techniques has been limited by the diffi-
culty of constructing the required proofs by hand. The task of proving a program
correct can be simplified and eased by a tool called a Verification Condition Gen-
erator (VCG), which automatically constructs a significant portion of the proof.
The VCG processes programs written in the specified language, and produces
as its result a set of lemmas called verification conditions, as the remainder left
for the programmer to prove. The truth of these is intended to imply the cor-
rectness of the program. However, most VCGs that have been written have not

themselves been verified, making that support unreliable.
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We have written a VCG and verified its soundness, proving that if the verifi-
cation conditions produced are true, then the original program is totally correct.
This proof is conducted within and checked by the Higher Order Logic (HOL)
mechanical proof checker, ensuring its complete soundness. The resulting veri-
fied VCG provides an effective means for proving programs totally correct with

complete security.

The programming language studied contains two areas of special interest, ex-
pressions with side effects, and mutually recursive procedures, with global vari-
ables and variable and value parameters. As part of this work, we provide five
program logics which together provide an axiomatic semantics for total correct-
ness. Of the five program logics, three are fundamental inventions in this dis-
sertation. These new logics are used to verify the correctness of expressions, the
progress achieved between recursive calls of the same procedure, and the termi-
nation of procedures. All of these logics are mechanically proven within the HOL

system to be sound with respect to the formal semantics of the language.

The most novel contribution of this dissertation is the discovery of a new
method for proving the termination of programs with mutually recursive proce-
dures, which is both more general and easier to use than prior proposals. In
addition, VCG automation is naturally supported. This method analyzes the
structure of the procedure call graph, generating verification conditions based on

the cycles found.
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