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CHAPTER 10

Partial Correctness

“Finally, brethren, whatever things are true, whatever things are
notable, whatever things are just, whatever things are pure, what-
ever things are lovely, whatever things are of good report; if there is
any virtue and if there is anything praiseworthy—meditate on these
things.”

— Philippians 4:8

In this chapter we present various interesting aspects of the VCG system,

which support the proof of partial correctness of commands and the environment.

10.1 Variants

A variable is represented by a new concrete type var, with one constructor func-

tion, VAR: string — num — var. We define two deconstructor functions:

Base(VAR strn) = str

Index(VAR strn) = n
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The number attribute eases the creation of variants of a variable, which are made

by (possibly) increasing the number.

All possible variables are considered predeclared of type num. In future ver-
sions, we hope to treat other data types, by introducing a more complex state and
a static semantics for the language which performs type-checking. We distinguish
between program variables and logical variables; the latter cannot be changed by
program control. In the Sunrise language, we denote logical variables by begin-
ning its name with a caret character (‘°’), as part of its string. A “well-formed”

variable, such as used in normal program code, will not have this prefix.

The variant function has type var — (var)set — var. variant x s returns a
variable which is a variant of x, which is guaranteed not to be in the “exclusion”
set s. If x is not in the set s, then it is its own variant. variant is used in defining

proper substitution on quantified expressions.

The definition of variant is somewhat deeper than might originally appear.
To have a constructive function for making variants in particular instances, we

wanted
vartant ¥ s = (x € s => variant (mk_variant x 1) s | z), (10.1)

where

mk_variant (VAR str n) k= VAR str (n+ k).

For any finite set s, this definition of vartant will terminate, but unfortunately, it
is not primitive recursive on the set s, and so does not conform to the requirements

of HOLs recursive function definition. As a substitute, we wanted to define the
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vartant function by specifying its properties, as

(variant « s) is_variant x, and (10.2)
varitant v s € s, and (10.3)
Vz. zisvartant a ANz € s = (10.4)

Index(variant x s) < Index(z),

where ¢s variant is an infix binary predicate, defined as

y 1svariant v = (Base(y) = Base(x) A Index(x) < Index(y)).

But even the above specification did not easily support the proof of the ex-
istence theorem, that such a variant existed for any x and s, because the set of
values for z satistying the antecedent of property 10.4 is infinite, and we were
working strictly with finite sets. The solution was to introduce the function
variant_set of type var — num — (var)set, where variant_set x n returns the
set of the first n variants of x, all different from each other. Then the cardinality
of the set is n, i.e.,

CARD (variant_set x n) = n.

The definition of variant_set is

vartant_set x 0 = EMPTY

vartant_set v (n+1) = (mkwariant x n) INSERT (variant_set x n),

where KM PTY is the empty set and INSFERT is the infix binary operator to

add an element to a set, predefined in HOL.

Then by the pigeonhole principle, we are guaranteed tha there must be at

least one variable in variant_set @ (CARD s+ 1) which is not in the set s. This
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led to the needed existence theorem. We then defined variant with the following

properties:
(variant x s) € variant_set ¥ (CARD s+ 1), and (10.5)
varitant x s ¢ s, and (10.6)
Vz. z € variant set @ (CARD s+ 1)ANz¢d s = (10.7)

Index(variant x s) < Index(z).
From this definition, we then proved both the original set of properties (10.2—-

10.4), and also the constructive function definition 10.1, as theorems.

Finally, given the definition of variant, we defined a similar operator on lists:

variants [| s = ]

vartants (CONS x xs) s = let ' = variant x s in

CONS 2’ (variants xs (@' INSERT s)).
This definition has the property that the resulting list has no duplicates. We say

it 1s a “distinct list”, according to the predicate DL, which is defined as follows.
DL[] = T

DL (CONS z xs) = ax ¢ (SLas) N DL xs

Here S'L is simply an operator to convert a list into a set, defined as follows.

SL[] = EMPTY

SL(CONS x xs) = « INSERT (SL xs)

10.2 Substitution

The concept of substitution at first appears very simple, but it actually can be a

mine field of subtlety and misdirection. This subtlety arises primarily from the
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need to avoid the capture of free variables by bindings imposed by quantifiers in
the expression receiving the substitution. Typically this is accomplished by the
systematic renaming of the bound variables to preclude capturing the free vari-
ables of the expression being inserted. We have found an error in one published
proof of the Substitution Lemma, and other researchers have shared their expe-

rience with the surprising difficulty of this area. The most thorough treatment

we have found is by de Bakker in [dB80].

10.2.1 Assertion Language Expression Substitution

We define proper substitution on assertion language expressions using the tech-
nique of simultaneous substitutions, following Stoughton [Sto88]. The usual def-
inition of proper substitution is a fully recursive function. Unfortunately, HOL
only supports primitive recursive definitions. To overcome this, we use simulta-
neous substitutions, which are represented by functions of type subst = var —
aexp. This describes a family of substitutions, all of which are considered to take
place simultaneously. This family is in principle infinite, but in practice all but
a finite number of the substitutions are the identity substitution ¢. The virtue
of this approach is that the application of a simultaneous substitution to an as-
sertion language expression may be defined using only primitive recursion, not
full recursion, and then the normal single substitution operation of [v/z] may be

defined as a special case:
[v/z]=My. (y=ax=>v | AVAR y).

We apply a substitution by the infix operator <. Thus, ¢ < ss denotes the

application of the simultaneous substitution ss to the expression a. Therefore
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a < [v/x] denotes the single substitution of the expression v for the variable

wherever x appears free in a.

While defining substitution on several different kinds of language phrases,
we will add a subscript indicating the kind of phrase on which the substitution
is being performed. For example, we will define <, for substitutions on vexp,
s for substitutions on (vexp)list, and <, for substitutions on aexp. However,
outside this chapter we will usually simply use an undecorated < operator, relying
on the reader to understand by context which particular substitution operator
is intended. The definition of simultaneous substitution for assertion language

expressions appears in Tables 10.1, 10.2, and 10.3.

n <, ss = n

T <y 88 = s8s

(1 +v9) <y 88 = (v <y 88) + (vg Dy 88)
(v —vg) dy 88 = (v <y 88) — (V2 <y 88)
(01 *vg) dy 88 = (v1 <y 88) * (Vg <y 88)

Table 10.1: Assertion Numeric Expression Simultaneous Substitution.

| |
() s 55 = () |
‘(CONSUUS)QUSSS = CONS (v, ss) (vsdvsss)‘
| |

Table 10.2: Assertion Numeric Expression List Simultaneous Substitution.

Finally, there is a dual notion of applying a simultaneous substitution to a

state, instead of to an expression; this is called semantic substitution, and is
defined as

sds88=Ay. (V (ssy) s).
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true <, ss
false <, ss

(Va. a) <y ss

(. a) <y ss

(v2 <y 88)
(v2 <y 88)

(ag g4 88)
(ag g4 88)

(a1 <4 88) = (az Q4 88)

(a1 <4 88) = (az g4 89)

(a1 <gq88) => (a2 g 88) | (a3 Qg $8)
close a

let free = U
z € (FV4 a)—{=z}
let y = variant = free in

Vy. a <, (ss[(AVAR y)/x])

FV, (ssz) in

let free = UJ FV, (ssz) in
z € (FV4 a)—{=z}
let y = variant = free in

dy. a <, (ss[(AVAR y)/x])

Table 10.3: Assertion Boolean Fxpression Simultaneous Substitution.
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Most of the cases of the definition of the application of a substitution to an
expression are simply the distribution of the substitution over the immediate
subexpressions. For example, the application of a substitution to a conjunction
is

(a1 N ag) g 88 = (a1 g 88) A (ag 4 88)

The interesting cases of the definition of ¢ <, ss are where @ is a quantified
expression, e.g.:
(Va. a)<d,ss = let free = U FV, (ss z) in
z € (FVy a)—{=z}

let y = variant = free in

Vy. a <, (ss[(AVAR y)/x])

Here F'V, is a function that returns the set of free variables in a numeric
assertion expression, F'V, is a function that returns the set of free variables in a
boolean assertion expression, and vartant x free is a function that yields a new

variable as a variant of x, guaranteed not to be in the set free.

Once we have defined substitution as a syntactic manipulation, we can then

prove the three theorems in Table 10.4 about the semantics of substitution.

F Vv s ss. Vivdyss)s = V(s ss)
FVossss. VS (vs<dy88)s = VS vs (s<d;ss)

FVa s ss. Aladg,ss)s = Aa(s<dsss)

Table 10.4: Assertion Language Substitution Lemmas.

This is our statement of the Substitution Lemma of logic, and essentially says

that syntactic substitution is equivalent to semantic substitution.
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10.2.2 Variables-for-Variables Substitution

The substitutions discussed above replaced variables by (possibly large) numeric
expressions. There is a potentially simpler version of substitution, which only
replaces variables by variables. We represent these substitutions by functions of

type vsubst = var — var.

The application of these substitutions to assertion expressions is defined in
Tables 10.5, 10.6, and 10.7, defining decorated versions of the operator <, like

the simultaneous substitution described above, but where ss is of type vsubst.

n <,y S$S = n

T <yy S8 = AV AR (ss x)

(01 +v2) Dy 58 = (V1 oy 88) + (V2 Dy 89)
(1 —2) Dy 88 = (V1 Doy 88) — (Vg Dy $8)

(01 % vg) <y 88 (v1 Dy 88) * (Vg Dy 85)

Table 10.5: Assertion Numeric Expression Variable-for-Variable Substitution.

Dysy S = ()

‘ CONS V0s) dysy 8§ = CONS (v <y 88) (V8 ysy 88 ‘
| |

Table 10.6: Assertion Numeric FExpression List Variable-for-Variable Substitu-

tion.

Most of the cases are the distribution of the substitution over the immediate
subexpressions, as before. The application of ss to an assertion expression which
is a simple variable is different, in that applying ss as a function to the variable
name  will yield another variable, which then must be converted into an assertion

expression using AVAR.
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true <., ss = T
false < ,, ss F

V1 = v2) gy 88 = (v1 yy 88) = (Vg Dy $8)
V1 < v2) gy 88 = (v1 Dyy 88) < (Vg Dy $8)
V81 K V82) gy 88 = (081 ysy $8) K (V83 Dysy 85)
ay A ag) gy 88 = (a1 Qg 88) A (az gy 89)
a1V ag) gy 88 = (a1 Qg 88) V (az gy 89)

= ~(a gy $8)

a1 = Clz) 40 S8
a; = Clz) 4y 88
a; => ay | az) gy 88

(a1 Dgu $8) = (az gy 89)
(a1 gy 88) = (ag gy $8)
(a1 gy 88) => (ay gy $8) | (a3 gy $8)

(
(
(
(
(
(~a)<gy ss
(
(
(
(
(
(

close a) <, ss = closea
Va. a) gy 88 = V(ss ). (a g 88)
Jdx. a) gy s = J(ss ). (a gy 88)

Table 10.7: Assertion Boolean Expression Variable-for-Variable Substitution.

More markedly, the cases for the substitution on quantified expressions has

greatly simplified, for example
(Va. a) dgpss = Y(ss x). (a gy ss).

There is no need here for the avoidance of capture and the selection of new
variables, as the bound variable itself is also substituted, which was impossible

before.

The most common variable substitutions we will use will replace the variables
in one list by those of another list of equal length. We will use ¢, to denote
the identity function between variables, ¢,: var — var. Then we define the
operator //  to construct these variables-for-variables substitutions in Table 10.8.
In the rest of this document, we will simply use a single slash to indicate this

substitution-creating operator, as in [ys/xs], relying on the reader to realize from
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the context that since ys and xs are lists of variables, that we are referring to

the variables-for-variables substitution creation operator.

L/, es] = o
Lys [/, 1] = w

[CONS yys[], CONS zas] = letss=[ys// xs]in
ss [(ss 2)[(Qz. (ss z) = y)] [y/a]

Table 10.8: Variables-for-Variables Substitution Creation operator //, .

In this definition of // , the vsubst ss, which is a mapping from variables to
variables, is updated, first binding (Qz. (ss z) = y) to ss x, and then z to y. @
here is the Hilbert selection operator, choosing and yielding some variable z such
that ss z = y. The reason for this double binding, rather than simply binding
x to y, i1s to preserve the one-to-one property of the mapping; for every variable,
there is exactly one variable that maps to it. This makes each such substitution

one-to-one, onto, and invertible.

Once we have defined the application of variable-for-variable substitutions as
a syntactic manipulation, we can then prove the theorems in Table 10.9 about

the semantics of substitution.

These are only some of the shortest and simplest of the theorems proven about
this kind of substitution. The ones shown describe the relationship between this
kind of substitution, and the previous, where the previous kind is used to apply
substitutions of the form AV AR o ss, which have type var — vexp. There are

also three theorems about composing these variable-to-variable substitutions.
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FVoss. vy, ss = vd, (AVAR o ss)

F Vs ss. 08 <ysy 88 = 08 <ys (AVAR 0 35)

F Vss s, s<, (AVARoss) = 50 ss

FVusss. V(0w ss)s = Voo (soss)

FVous sss. VS (vs <y ss) s = V.S vs (s0ss)

FVa sss. ONELONE ss= (A (a<lyss)s = Aa(soss))
FVaysass. A(a<glys/zs])s = Aa(solys/xs])

FVaysass. A(a<glys/zs])s = A(a<d,(AVARoO[ys/xs]) s

F Vo ss1 889, 0 <y (8830881) = (0 Dy 881) Doy 82
F Vs s81 885, 08 <ypsy (8820 881) = (08 Dysy $81) Dy 582
FVa ss1 889, a gy (8$20881) = (a gy 881) gy 882

Table 10.9: Assertion Language Var-for-Var Substitution Lemmas.
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10.2.3 Programming Language Substitution

If we wish to perform substitutions on programming language phrases, instead of
assertion language phrases, we run into the difficulty that since expressions can
have side effects, it is no longer immaterial how often an expression is evaluated.
Hence it is not feasible to consider substitutions where expressions are substituted
for variables. However, it turns out that the places where substitutions need to
be performed on programming language phrases only require the substitution
of variables for variables. Hence we only need to define one set of substitution

operators for the Sunrise programming language.

In the following Tables 10.10 through 10.15, we define substitution on lists of
variables, numeric expressions, lists of numeric expressions, boolean expressions,

commands, and even on progress environments (i.e., calls).

Do 85 = {)

‘ CONS T xs)<dgs88 = CONS (ss ) (xs<yps 88 ‘
| |

Table 10.10: Program Variable List Substitution.

n <. ss = n

x <. 8S = PVAR (ss x)

(+42x) d. ss = ++(ss 1)

(e14e2) dess = (e1 <. ss)+ (ex . s8)
(e1 —ex)dess = (e1 < ss)— (ex <. 88)
(e1%ey)dess = (e1 <. ss)#*(ex <, s3)

Table 10.11: Program Numeric Expression Substitution.
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Jes S8

‘ CONS ees)<
|

es SS

()

CONS (e . ss) (es <5 85)

Table 10.12: Program Numeric Expression List Substitution.

(e1 = e2) dp 88
(e1 < ez) dp 88
(es1 < esy) dp 88
(b1 A by) <y 35

(b1 V by) <y 35

( )<16 8S

(e1 ¢ s8) = (€3 . 89)

(e1 ¢ s8) < (e3 . 89)
(651 <es 88) K (€89 D5 88)
(by <y s38) A (by dp s8)

(by <y s3) V (by dp s8)

~(b <y ss)

Table 10.13: Program

Boolean Expression Substitution.

skip <. ss

abort <. ss

(x:=

(Cl )

[
[

e) <. 88

cz) <. 88

if b then ¢ q
f .S58

else ¢,
assert ¢ with a,,
. 88

while b do ¢ od

(call p (xs;es)) . ss

skip
abort
(ss x):= (e, ss)

(c1 e ss);(e2 . s8)

if (b <, ss) then (¢; <. ss)

else (¢; <. ss) fi

assert (a <., ss) with (a,, <

av SS)

while (b <} ss) do (¢ <. ss) od

call p ((xs <ys88); (€8s ey 88))

Table 10.14: Program Command Substitution.

244




g<dyss = (Ap. (g p) <awss) |

Table 10.15: Program Progress Environment Substitution.

Table 10.16 has programming language versions of the Substitution Lemma.

FVes nsyss. ONEONE ssANONTO ss =
(E (ed.88)s1n s = Ee(sg08s)n(s20ss))

F Ve sy n sy ys xs.
FE(edc[ys/xs]) sin sy = Ee(syoys/xs])n (s20[ys/zs])

F Ves sy ns s3 ss. ONE_ONE ss AONTO ss =
(ES (es<es88) 81 ns 85 = S es (s1088) ns (s2038s))

F Ves sy ns sy ys xs.
ES (es < [ys/as]) s1 ns s = ES es (s10][ys/xs]) ns (s20[ys/xs])

FVbsitsyss. ONEONE ssA\ONTO ss =
(B(b<dpss)sytsy = Bb(sg0ss)t(sy3088))

F Vb syt sy ys xs.
B (b, lys/xs]) st s2 = Bb(si10[ys/as])t (sy0][ys/as])

FVegpss sy ss.
WFenv,syntax P /\ WFC & 9 P /\ Wchubst & P SS =>
(C(cd.s8) psy sy = Ccp(sgoss)(sy0s8s))

F¥cgpysas sy sy
WFenv,syntax P A WFC cgp A WFCSubSt cp [yS/l’S] =

(C (edelys/us]) psr sz = Cep(siolys/us]) (sy0lys/as]))

Table 10.16: Programming Language Substitution Lemmas.
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Finally, we exhibit some theorems that declare that if the free variables of an
expression are mapped to the same results by two different variable-for-variable
substitutions, then the result of applying the two substitutions to the expres-
sion must be the same. Thus the results of substitution depend only on the

substitution’s effect on the expression’s free variables.

F Ve ssy ssg. (Voo x € FV. e = (881 @ = 882 1)) =
(ed.ss1 = e<. 882)

F Ves ss1 889 (Va.x € FVog es = (881 @ = s89 @) =
(es des 881 = €8 <5 852)

F Vb ssy ssg. (Va.x € FV, b= (881 @ =882 1)) =
(b<dpssy = by ssy)

Table 10.17: Programming Language Substitution Equality Theorems.
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10.3 Translation

Expressions have typically not been trated in previous work on verification; there
are some exceptions, notably Sokolowski [Sok84]. Expressions with side effects
have been particularly excluded. Since expressions did not have side effects they
were often considered to be a sublanguage, common to both the programming
language and the assertion language. Thus one would see expressions such as pAb,
where p was an assertion and b was a boolean expression from the programming

language.

One of the key realizations of this work was the need to carefully distinguish
these two languages, and not confuse their expression sublanguages. This then
requires us to translate programming language expressions into equivalent expres-
sions in the assertion language before the two may be combined as above. In fact,
since we allow expressions to have side effects, there are actually two results of

translating a programming language expression e:

e an assertion language expression, representing the value of e in the state

“before” evaluation, and

e a simultaneous substitution, representing the change in state from “before”

evaluating e to “after” evaluating e.

For example, the translator for numeric expressions is defined using a helper

function VFE1: exp — subst — (aexp X subst):

VEL (n) ss = n, ss

VEL () ss = ssua, ss
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VEL (+4x) ss = (ssa)+ 1, ss[((ssx)+1)/x]

VEL (e1+e2) ss = (VEL e — Avy.

(VEL e3 — Avy 889. (v1 + v, 852))) 88
VEl (e1 —e3) ss = (VE1 eg — Avy.

(VEL e — Avy 883. (v1 — v, 882))) 88
VEl (e1%€e3) ss = (VEL e — Avy.

(VEL e — vy 883, (v1 % 02, 853))) 88

where — is a “translator continuation” operator, defined as

(f = k) ss=let (v,ss') = f ssin kv ss’

Then define

VEe = FST (VEL e)

VE_statee = SND (VE1 e )

where ¢ is the identity substitution, ¢« + = AVAR . These two functions deliver

the two results itemized above for the translation of e.

We can then prove that these translation functions, as syntactic manipula-

tions, are semantically correct, according to the following theorem.

FVesinsy. (Eesgnsy) = (n=V (VEe) s A
sy = 51 < (VE_state ¢€))

In a similar fashion we can translate lists of numeric expressions. The trans-
lator for lists of numeric expressions is defined using a helper function

VESI: (exp)list — subst — ((aexp)list X subst):

VESL (()) ss = [], ss

VE1L (CONS ees)ss = (VEL e — v.
(VEST es — Avs ss3. (CONS v vs, ss3))) 88

248



Then define

VES es = FST (VESI es )

VES_statees = SND (VESI es )

These two functions deliver the two results itemized above for the translation of

e€s.

We can then prove that these translation functions, as syntactic manipula-

tions, are semantically correct, according to the following theorem.

F Ves sy ns sy, (ES es s ns s3) = (ns=VS (VES es) s1 A

89 = 81 4 (VES _state es))

In a similar fashion we can translate boolean expressions. The translator for

boolean expressions is defined using a helper function

AB]1: bexp — subst — (aexp X subst):

AB1 (e; = e3) s
ABI1 (e1 < e3) s
AB1 (es1 < esy) ss
ABL (b A by) ss
ABL (by V by) ss
AB1 (~b) ss

Then define

(VEL e1 — Avy.

(VEL e5 — Avg 839. (01 = v2, $83))) 88

(VEL e1 — Avy.

(VEL e3 — Avg 839. (01 < 02, $83))) 88
(VEST esy — Avsy.

(VEST esy — Avsy 883, (081 K v8g, $82))) 88
(AB1 by — Ay s8s9. (11 AN ta, $82))) 8s

(AB1 by — Ay s8s9. (11 V g, $82))) 8s

(AB1 b — At ssy. (~1, s83)) 88

ABb = FST (AB1b)

AB_stateb = SND (AB1 b )
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These two functions deliver the two results itemized above for the translation of

b.

We can then prove that these translation functions, as syntactic manipula-
tions, are semantically correct, according to the following theorem.

l_VbSltSQ. (BbSltSQ) == (t:A(ABb) S1 A
89 = s1 < (AB_state b))

This theorem, along with the corresponding ones for numeric expressions and
lists of numeric expressions, mean that every evaluation of a programming lan-
guage expresssion has its semantics completely captured by the two translation

functions for its type. These are essentially small compiler correctness proofs.

Using these translation functions, we may define functions to compute the
appropriate preconditions to an executable expression, given the postcondition,

as given in Table 10.18.

vepreev = v, (VE_state )
vexp vespre esv = v, (VES state es)
vb pre b v = v, (AB_state b)

vSE_pre € vs
(vexp)list | vses_pre es vs

vs s (VE _state e)
vs s (VES_state es)

vsb pre b vs = vs <y (AB_state b)
aepre ea = a<,(VE_stalee)

aexp aespre esa = a<d,(VES_state es)
ab pre b a = a<,(AB_state b)

Table 10.18: Expression Precondition Functions.
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As a product, we may now define the simultaneous substitution that corre-
sponds to an assignment statement (single or multiple,) overriding the expres-

sion’s state change with the change of the expression. We define
[ :=¢] = (VE_state e)[(VFE ¢e)/x]

and

[xs:= es] = (VES_state es)[(VES es)/xs].

These simultaneous substitutions are used directly in defining the VCG func-
tion. The single assignment substitution is used in processing the assignment
command, to compute the appropriate precondition. The multiple assignment
substitution is used in processing the actual value parameters of the procedure

call command, to reflect their execution’s effect on the state.

We have found these translation functions to greatly condense and simplify
the handling of expressions with side effects. While not an approach that can de-
scribe all possible operators with side effects, we believe this translation function
approach is flexible enough to handle input/output and user-defined functions

with side effects. These questions are a part of our plans for future research.

10.4 Well-Formedness

In the creation of small languages with simple features, it may be possible to
define the semantics of the language sufficiently cleanly so that every program
which is syntactically valid has a well-defined and proper semantics. However,
as more sophisticated features are added to the language under consideration, it

becomes necessary to further restrict the set of “acceptable” programs for which
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one’s analysis is applicable. We have found that the feature of procedure calls
introduced the need to verify several restrictions on sample programs, for example
that the arity of a call matched that of the definition. We have defined predicates
to express these restrictions, called well-formedness predicates. Unless a program

meets these criteria, we do not even consider it in a proof of correctness.

These well-formedness predicates describe a number of conditions, mostly
simple syntactic checks like the arity check mentioned, but also including a num-
ber of semantic checks, such as the total correctness of a procedure’s body with
respect to its precondition and postcondition. Generally, the syntactic checks
may be decided by a single, static, compile-time examination of the program.
The semantic checks are satisfied by the meta-level verification of the verification
condition generator, and by the proofs of the verification conditions generated
by it. Since this verification includes some of the hardest parts of the proof of
well-formedness, it is fortunate that much of it can be decided at the meta level.
For this version of the Sunrise language, we find it unnecessary to also include
dynamic checks, to be conjoined to the preconditions computed during the VCG
calculation, along with the static checks instituted for compile-time. This may
change in the future, for example with the introduction of arrays the checks to
prevent aliasing of parameters may require dynamic checks. But for now, the
only checks necessary are static, syntactic checks, that may be performed fully

automatically.

It is interesting to us that there has been very little focus in the past on this
issue of well-formedness. In our work, it became crucial from the beginning of the

work on procedures, because it was not possible to properly relate the operational
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semantics and the axiomatic semantics without constraining the set of programs
considered to ones that made sense. We hope that this work will exhibit the

issues involved with their proper priority.

10.4.1 Informal Description

The checks that are part of well-formedness vary with the construct being an-
alyzed, but for the most part are simple syntactic tests on the immediate con-

stituent constructs, and so may be defined on the structure of the constructs.

One pervasive check is the exclusion of logical variables from normal program
text. Logical variables are restricted from appearing except in assertion language
expressions, as part of the definition of the Sunrise language. Yet syntactically,
a logical variable and a program variable are both the same kind of phrase. We
rely on well-formedness checks to ensure that only program variables appear in

normal program text.

For procedure calls, other checks are needed as well. The arity checks are one
example, that the number of actual variable parameters matches the number of
formal variable parameters, and the same for value parameters. In addition, we
must ensure that aliasing does not occur; this can be done by checking that the
combination of the actual variable parameters and the declared globals of the

procedure being called contains no duplicates.

When it comes to procedure definitions, there are several checks that must
be satisfied. These express both syntactic and semantic considerations. The
syntactic considerations include checking that every variable in the parameter

lists or the globals is not logical, that they have no duplicates among them, that
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the body of the procedure is well-formed, and constraints on the free variables of

the precondition and postcondition.

A procedure definition is fully well-formed if it is syntactically well-formed as
described above, and then satisfies one additional semantic criterion; the body

must be totally correct with respect to the given precondition and postcondition.

It now becomes possible to speak of an entire environment of procedure defini-
tons being well-formed, if every individual procedure definition in the environ-

ment is itself fully well-formed.

The requirement for total correctness is quite strong. It turns out that it
is quite useful to establish “stepping stones” along the way to proving total
correctness, where less powerful semantic properties are established and then
combined to justify more powerful ones. We have made considerable use of this

approach, and in the verification of the VCG, we prove several properties in order,

as described in Table 10.19.
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WFenu,syntax P
W ek partial p K
WFepk p ke
W p
W pre p

W Eeny_caus p
W Feno_term p
Wl ree p

W ey partial P
W Feno_total p
W Feno_correct p
W e p

p is well-formed for syntax

p is well-formed for partial correctness to stage k
p is well-formed for syntax and partial correct. to stage k
p is well-formed for syntax and partial correctness
p is well-formed for preconditions

p is well-formed for calls progress

p is well-formed for conditional termination

p is well-formed for recursion

p is well-formed for partial correctness

p is well-formed for termination

p is well-formed for total correctness

p is well-formed for syntax and total correctness

Table 10.19: Procedure Environment Well-Formedness Predicates.
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10.4.2 Well-Formedness Predicate Definitions

A string s is well-formed (W Fj s) if the first character is not *~".

WF,“=T
WF, (STRING a s) = (a £ LOG_CHAR)

where LOG_CHAR =

Table 10.20: Definition of Well-Formedness for Strings.

A variable x is well-formed (W F, x) if its string is well-formed.

‘ WF, (VAR sn)=WF; s ‘

Table 10.21: Definition of Well-Formedness for Variables.

A list of variables xs is well-formed (W F,s xs) if every variable in the list is

well-formed.

| |
W, () =T |
‘ WF,s ( CONS ras)=WF, o« N WFEy xs ‘
| |

Table 10.22: Definition of Well-Formedness for Lists of Variables.

256



A list of variables xs is not-well-formed (NOT W F,, xs) if every variable in

the list is not well-formed.

| |
NOT WF,, ()=T |
| NOT WE,, (CONS z as) = ~(WF, ) AN NOT WF,, as |
| |

Table 10.23: Definition of Not-Well-Formedness for Lists of Variables.

A numeric expression e is well-formed (W F, e) if every part is well-formed.

WF. (n)=

WE, (x) = WF, ()

WF, (—I——I—:z;) WF (z)

VI/IT6 (61—|—€2) WF €1 A WF €9
VI/IT6 (61—62) WF €1 A WF €9
WF. (e1%xe) =WF,.e5 N WEF, e

Table 10.24: Definition of Well-Formedness for Numeric Expressions.

A list of numeric expressions es is well-formed (W F.; es) if every expression

in the list is well-formed.

|

‘ FBS
‘ WF ( CONS ees)=WF. e N WE, es
|

Table 10.25: Definition of Well-Formedness for Lists of Numeric Expressions.
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A boolean expression b is well-formed (W F}, b) if every part is well-formed.

(e1 =€) =WF. e5 AN WF, e

(e1 <ex)=WEF. e5 AN WF, e

(es1 K esy) =W es1 AN W esy
WE, (b Aby) = WE, by A WE, by
WE, (b Vby) = WE, by A WE, by

(~

WE, (~b) = WFE, b

Table 10.26: Definition of Well-Formedness for Boolean Expressions.

A command ¢ is well-formed in a progress environment ¢ and a procedure

environment p (W F, ¢ g p) if every part is well-formed, if every while command’s

progress expression avoids other logical variables, if every call supplies the same

number of actual parameters as the procedure has formal parameters, and if there

is no aliasing among the variable parameters and the globals.

WF, (skip) g p="T

WF, (abort) g p=T

WF. (z:=e)gp=WF, 2 N WF_, e

WF.(c15¢)gp=WF.cp.9p N WF.ca9p

WF.(if bthencielsecy fi) g p=WE, b AN WF.co9p N WF.ca9 p
WF, (assert a with a,,while b do c od) g p =

WF,b N WE.cqgpA
(Foz.ap=(v<az) N ~(WF,2) N a g (FV, aUFV, v) A
(Vp.x & FVa (9 p))
WF. (call p (zs;es)) g p=
WE,, xs AN WF., es A
(lvars| = |zs|) A (lvals| = les|) A DL (xs & glbs)

Table 10.27: Definition of Well-Formedness for Commands.

where in the last line, p p = (vars,vals, glbs, pre, post, calls,rec,c). Here |s|

258



denotes the length of the list xs, and DL (“distinct list”) is a predicate saying

the variables in s and ¢lbs have no duplicates.

A procedure specification (vars,vals, glbs, pre, post, calls,rec,c) is syntacti-
cally well-formed in an environment p

(W Fproc_syntax (vars,vals, glbs, pre, post, calls,rec, c) p) if

let © = vars & vals & glbs and ¢ = logicals x in

1) WFs

2) DL«

3) WF.ccallsp

4) GV, e p Cglbs

5) FV.cpCux

6) FV,preCua

7)) FV, post C (x U x)

8) (Vs. let (vars',vals’, glbs', pre’, post’, calls',rec’, ') = p s in
let 2’ = vars’ & vals' & ¢lbs’ in
FV, (calls s) CSL (2’ & xg))

9) (rec = false) v

(Foy.rec=(v<y) N ~WF,y) N FV, v C SL z)

Table 10.28: Definition of Well-Formedness for Procedure Specification Syntax.

The several clauses of the definition of W F),, . syniar are explained as follows:

1. every variable in vars, vals, and ¢lbs is well-formed, i.e., not logical,
2. the variables in vars, vals, and ¢lbs have no duplicates,
3. cis well-formed in calls progress environment calls and environment p,

4. all globals referenced by procedures called within ¢ are in glbs,
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5. all the free variables of ¢ are in z,
6. all the free variables of pre are in z,
7. all the free variables of post are in x or in xg,

8. for each procedure p, all the free variables of the progress expression con-
tained in calls for p are in ' or in xo, where 2’ is the list of the variables

accessible from p,

9. either rec is false, or else rec has the form v < y, where y is a logical

variable not in z.

A procedure specification (vars,vals, glbs, pre, post, calls,rec, c) is fully well-
formed (both syntactically and semantically) in an environment p

(W Fproe (vars,vals, glbs, pre, post, calls, rec, c) p) if

let © = vars & vals & glbs and x¢ = logicals x in

1) WEy o syntaz (vars,vals, glbs, pre, post, calls,ree, ¢y p

2) {xo=a A pre} c{post} [p

Table 10.29: Definition of Well-Formedness for Procedure Specification.

where

1. the specification is syntactically well-formed, and

2. ¢ is partially correct with precondition (#g = @ A pre) and postcondition

post in environment p.
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An environment p is well-formed (W F.,, p) if every procedure declaration is

well-formed in p.

‘ WFew p=Np. WE,.. (pp)p

Table 10.30: Definition of Well-Formedness for Procedure Environment.

A progress environment calls is well-formed in a procedure environment p
if for every procedure p, all the free variables of (calls p) are in the variables

accessible from p.

W Feaus calls p = (Vp. let (vars,vals, glbs, pre, post, calls,rec,c) = p p in
let x = vars & vals & ¢glbs in
(Jz. FV, (calls p) C SL (x & logicals z))

Table 10.31: Definition of Well-Formedness for Progress Environment.

A declaration d is well-formed in an environment p (W Fy d p) if every indi-

vidual procedure declaration is syntactically well-formed in p.

W Fy (proc p vars vals glbs pre post calls rec ¢) p =

W Fyroe syntar (vars,vals, glbs, pre, post, calls, rec,c) p
WFd (dl 3 dg) P = WFd dl P N WFd d2 P
WF; (empty) p="T

Table 10.32: Definition of Well-Formedness for Declarations.
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The empty procedure environment py is an initial environment with each
procedure having no parameters or globals, a false precondition and a true
postcondition, a false progress condition for every procedure (none of which
are called), a false recursion expression, and a body consisting solely of the
command abort. Declarations present in the program override these default
declarations, which should never be invoked. The false precondition itself implies

the impossibility of proving any program that calls an undeclared procedure.

‘po = (Ap. [], [}, [], false, true, (\p. false,) false, abort) ‘

Table 10.33: Definition of Empty Progress Environment.

The empty progress environment ¢q is true for all procedures. This is the
progress environment used for processing the main body, for which there are no

calls ... with specifications.

|
go = (Ap. true) |

Table 10.34: Definition of Empty Progress Environment.
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A program 7 is well-formed (W F, 7) if both its declarations and its body are

well-formed in the environment the declarations create.

| WF, (program d ; c end program) =
let p = mkenv d pg in

WF;dp N WE.cqgo p

Table 10.35: Definition of Well-Formedness for Programs.

These well-formedness predicates were indispensable prerequisites for all the
reasoning of the verification condition generator. They restricted the set of pro-
grams considered to those that were consistent and proper. Without these re-
strictions, no deep theorems about the semantics of the VCG would have been
possible; but with them, principles can be stated and proved about the wide class

of normal programs which are the actual aim.
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10.5 Semantic Stages

When we began proving partial correctness from the conditions generated by the
VCG, we ran into a difficulty. Two of the correctness properties we wanted to

prove were vegep-THM and vegd THM, repeated from Chapter 7 in Table 10.36.

Vepealls g p. Wh, p N WE, ¢ calls p =
vegep-THM all_el close (vege p ¢ calls g p) =

{p}eda} /p

Vd p. p=mkenvdpy N WE;dp A
vcgd THM all_el close (vegd d p) =
WFenvp P

Table 10.36: Repeated VCG verification theorems.

In order to prove vcgd THM, we wished to use vcgcp THM, proven earlier.
vcgd THM is used to prove the well-formedness of an environment for partial
correctness. This has both syntactic and semantic parts. The syntactic well-
formedness is supported by WF; d p, so we need only add the proof of the
semantic part. For this, we wished to reason from the truth of the verification
conditions produced by vegd d p to the partial correctness of each procedure body
declared in d, with respect to its precondition and postcondition. For this task,
vegep-THM appeared to be the appropriate tool, applying it to each procedure
body in turn. The problem was that vegcp THM itself requires an environment
well-formed for partial correctness as a precondition! Thus it seemed to be nec-
essary to know that the environment was well-formed before we could prove that

it was well-formed, a circular argument.
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The solution was to cut the circle by establishing stages of well-formedness
for the environment, indexed by number, and to show eventually by numeric
induction that all stages hold, and thus the environment is well-formed. Each
increase in the index signifies an ability to call procedures to one more level of
calling depth. Thus, index 0 designates an environment which is well-formed as
long as no procedure calls are made; index 1 designates an environment which is
well-formed under calls of procedures which do not themselves issue procedure
calls, etc. In pursuing this line of reasoning, it became apparent that in order
to define stages of well-formedness, we needed to establish stages of command

partial correctness specifications, and of the command semantic relation itself.

The new staged version of the command semantic relation C}, is described in

Table 10.37.

Crcpk sy sy command c¢:cmd evaluated in environment p and

state sy yields state s, without ever issuing calls

beyond a nested depth of £.

Table 10.37: Staged command semantic relation description.

The definition of the new staged command semantic relation C} is given in
Table 10.38. It is similar to the definition of C' in Table 5.11, but C} adds one
new argument k, which is the stage number, and every rule maintains that the
stage of the resulting tuple is greater than or equal to the stages of all antecedent
tuples, except for the procedure call rule, where the stage of the result tuple
(regarding the procedure call) is exactly one greater than that of the antecedent

rule (regarding the procedure’s body).

265



Skip:

Crskipp k s s
Abort:
(no rules)

Assignment:

FE e s n sy

Cr (x:=¢€) pk s1 s2[n/z]

Sequence:

CkC1Pk15132, klﬁk
Crca p ky sy 33, ke < k

Conditional:

Bbs T sy, Crcrpk sy ss
Cy (if b then ¢; else ¢; fi) p k 51 s3

B bs) F sy, Creapksyss
Cy (if b then ¢; else ¢; fi) p k 51 s3

Tteration:

Bb S1 T S9
CkCPk152337 ky <k
Cy (assert a with pr
while b do c od) p ks s3 s,
Cy (assert a with pr
while b do cod) p k s1 s4

ke <k

BbSlF82

Cr(c1; c2) pk sy s

Call:

Cy (assert a with pr
while b do c od) p k s1 s2

ES es 51 ns sg

p p = (vars,vals, glbs, pre, post, calls, rec, ¢)
vals' = variants vals (SL (s & glbs))
Cy (e [xs & vals'Jvars & vals]) p k sy[ns/vals’] s3

Cy (call p(as; es)) p (k+ 1) s1 ss[(map s vals’)/vals']

Table 10.38: Staged Command Structural Operational Semantics.
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We define the staged command partial correctness specification in Table 10.39.

‘{al}c{az} [pk = (Vs 82. Aay st ANCrepk sy s2= A ay sg) ‘

Table 10.39: Staged command Partial Correctness Specification.

We define the staged version of well-formedness of environments for partial

correctness in Table 10.40.

W Fyroer (vars,vals, glbs, pre, post, calls,rec,c) p k =
let © = vars & vals & glbs and x¢ = logicals x in
(W Fproc_syntax (vars,vals, glbs, pre, post, calls,rec,c) p A

{xo =2 A pre} ¢ {post} [p, k)

WFenvk P k= Vp WFpTOCk (p p) P k

Table 10.40: Staged Well-Formed Environment Predicate for Partial Correctness.

Using these definitions, we can prove many staged version of previous theo-

rems about commands, for example the substitution lemmas in Table 10.41.

FVeg pk ss sy oss.
WFenv,syntax P /\ WFC Cg P /\ Wchubst CP SS =>
(Ck (e<dess) phksysy = Cpepk(s10s8s)(s203s))

FV¥egpkuysazs sy s,
WFenv,syntax P A WFC cgp A WFCSubSt cp [yS/l’S] =
(Cr (cdelys/as]) pk sy s2 = Crcpk(syolys/as]) (s20[ys/xs]))

Table 10.41: Staged Command Substitution Lemmas.
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We also prove theorems which relate Cy, {a1} ¢ {az} /p, k, and WE,,... p k

to their unstaged original counterparts. These are given in Table 10.42.

F Ve p sy osg.
Cepsy se = (Fk.Crepksys)

FVay c ay p.
{ai} e {az} /p = (Vk. {ar} ¢ {aa} /p, k)

FVp.
WFep p = (Ye. WEi p k)

Table 10.42: Unstaged-to-Staged Correspondances.

This last theorem gives us the means to prove that an environment is well-
formed for partial correctness. We first prove that for £ = 0, the antecedents
of vegd THM imply the environment is well-formed to stage 0. This is theorem
vegd 0_THM of Table 7.3. To prove this, we first prove theorem vcgl 0_THM of

Table 7.1, and then vegec 0_THM of Table 7.2, from which vcgd 0_THM follows.

Then assumming the antecedents of vegd THM and that the environment is
well-formed to stage k, we prove that it is well-formed to stage k£ + 1. This
is theorem vcgd k THM, built as before by first proving vegl k THM and then
vecge k THM. By induction, the environment is then well-formed for all stages,
and by the above theorem in Table 10.42, the environment is completely well-

formed for partial correctness, which proves theorem vcgd THM.

By proving this induction on stage numbers here at the meta-level, we obviate
the need for the programmer to have to prove verification conditions that deal

with these partial correctness issues of the program’s recursion, for all programs.
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