CHAPTER 15

Conclusions

“You shall know™ the truth, and the truth shall make you free.”

— John &:32

“But now having been set free from sin, and having become slaves of
God, you have your fruit to holiness, and the end, everlasting life.”

— Romans 6:22

* “know, ginosko (ghin-oce-koe); Strong’s #1097: To perceive, understand, rec-
ognize, gain knowledge, realize, come to know. Ginosko is the knowledge that
has an inception, a progress, and an attainment. It is the recognition of truth by

personal experience.”

— The Spirit-Filled Life Bible, Thomas Nelson Publishers, 1991, page 1589.

We have presented in this dissertation a verification condition generator tool
for proving programs totally correct. We have verified the VCG, proving it sound
from a foundation of a structural operational semantics. From this operational
semantics we derived an axiomatic semantics, as theorems whose soundness was
established by proof. From these we proved the correctness of the VCG. The

entire proof has been conducted within the HOL mechanical theorem proving
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environment, guaranteeing the soundness of the reasoning and the verification

result.

As part of this process, we developed five program logics, three of which
were fundamental new inventions in this work, namely the expression logic, the
entrance logic, and the termination logic. These regularized the process of proving
termination for a program with mutually recursive procedures, and formed a

structure less ad hoc than previous proposals.

This work has now provided a tool which can substantially decrease the dif-
ficulty of proving programs correct. It does not eliminate that difficulty, and
even the use of this tool requires training and expertise. However, it points the
direction towards mechanical assistance of the proof process which we believe is
essential to the practical realization of the dream of widespread program verifi-
cation. Such tools must not only be powerful and efficient, but it is vital that
they themselves be trustworthy, for the proofs constructed using those tools can

be no more reliable than the tools themselves.

This trustworthiness is now demonstrated to be feasible, by the presentation
of this VCG tool. We believe that the annotation structure described is not
onerous, but reasonable and intuitive. It is extremely important that whatever
structure is imposed aids, and does not obstruct, the creation process. We have
attempted to craft the annotation structures described in this work to be simple
and structurally well placed, so as to provide the maximum strength with the
minimum constraint. FExtending this work to new language features and styles
will require new annotation and proof structures. We look forward to further

developments for greater strength in days to come.
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