Lord

CHAPTER 7

V erification Condition Generator

“Y ou will not need to fight in this battle. Position yourselves, stand

still and see the salv ation of the , who is with you, O Judah and

Jerusalem!”

— 2 Chronicles 20:17

In this chapter we present a verification condition generator for the Sunrise

programming language. This is a function that analyzes programs with sp ecifi-

cations to pro duce an implicit pro of of the program’s correctness with resp ect to

its sp ecification, mo dulo a set of verification conditions which need to b e proven

by the programmer. This reduces the problem of proving the program correct to

the problem of proving the verification conditions. This is a partial automation

of the program proving pro cess, and significantly eases the task.

The many different correctness sp ecifications and Hoare-style rules of the

last chapter all culminate here, and contribute to the correctness of the VCG

presented. All the rules condense into a remark ably small definition of the ver-

ification condition generator. The op erations of the VCG are simple syntactic

manipulations, which may b e easily and quickly executed.

<

0 1

0 1

7.1 Definitions

v cg c

v cg c v cg

dest

v < v

v v

7.1.1 V erification of Commands

The correctness that is proven by the VCG is total correctness, including the

termination of programs with mutually recursive pro cedures. Much of the content

of the previous chapter was aimed at establishing the termination of programs.

This is the part of the verification condition generator which is most novel. The

partial correctness of programs is verified by the VCG pro ducing a fairly standard

set of verification conditions, based on the structure of the syntax of b o dies of

pro cedures and the main b o dy of the program. T ermination is verified by the

VCG pro ducing new kinds of verification conditions arising from the structure of

the pro cedure call graph.

In this section, we define the primary functions that make up the verification

condition generator.

W e b egin with the analysis of the structure of commands. There are two VCG

functions that analyze commands. The main function is the function. Most

of the work of is done by a help er function, 1.

In the definitions of these functions, comma (,) makes a pair of two items,

square brackets ([ ]) delimit lists, semicolon (;) within a list separates elements,

and amp ersand (&) app ends two lists. In addition, the function is a de-

structor function, breaking an assertion language expression of the form

into a pair of its constituent sub expressions, and .

′

′

′

′

′ ′

′ pr

< pr

pr

a

a

|

∧

∧ ∧ ⇒

∧ ∼ ⇒

∪

∧ ∧

∀ ⇒

1 2

2 2

1 1

1 2

1 2

1 1 1

2 2 2

1 2 1 2

0 1

0 1

0

0

0

0

0

0

0 skip

ab ort false

let in

let in

if then else fi

let in

let in

assert with while do o d

let in

let in

call

let in

let in

let in

let in

let in

let in

let in

let in

let in

1 ( ) = [ ]

1 ( ) = [ ]

1 ( := ) = [ := ] [ ]

1 ( ; ) =

( ) = 1

( ) = 1

&

1 ( ) =

( ) = 1

( ) = 1

( = ) &

1 ( ) =

( ) =

( ) = 1 ( )

[ ( = ) ;

( ) ] &

1 ( ( ; )) =

( ) =

= ( ( & ))

= &

= &

= &

= &

=

=

= ( )

( ( ( ) [ ] )

( ( ( [ & & ]) ) [ ] )

) [ := ] [ ]

Figure 7.1: Definition of 1, help er VCG function for commands.

v cg cal l s q ρ q ,

v cg cal l s q ρ ,

v cg x e cal l s q ρ q < x e ,

v cg c c cal l s q ρ

s, h v cg c cal l s q ρ

p, h v cg c cal l s s ρ

p, h h

v cg b c c cal l s q ρ

r , h v cg c cal l s q ρ

r , h v cg c cal l s q ρ

AB b > ab pr e b r ab pr e b r , h h

v cg a a b c cal l s q ρ

v , v dest a

p, h v cg c cal l s a a ρ

a, a AB b v v ab pr e b p

a AB b ab pr e b q h

v cg p xs es cal l s q ρ

v ar s, v als, g l bs, pr e, post, cal l s , r ec, c ρ p

v al s v ar iants v al s F V q S L xs g l bs

u xs v al s

v v ar s v al s

x u g l bs

y v g l bs

x l og ical s x

y l og ical s y

x v ar iants x F V q

pr e cal l s p < u/v

x. post < u x /v y q < x/x

< v al s es ,

v cg vc gc

⇒

→

→ → → ×

→

→ → →

→

→ let in

7.1.2 V erification of Declarations cmd

prog env aexp env aexp aexp list

aexp

cmd prog env env aexp list

decl

env aexp list v cg c p c cal l s q ρ a, h v cg c cal l s q ρ

p a h

v cg

v cg

v cg

cal l s p

cal l s

v cg c

v cg c

v cg d

v cg d

v cg d

= ( ) = 1

[ ] &

Figure 7.2: Definition of , main VCG function for commands.

The 1 function is presented in Figure 7.1. This function has typ e

( ( ) ). 1 takes a command, a

calls progress environment, a p ostcondition, and a pro cedure environment, and

returns a precondition and a list of verification conditions that must b e proved

in order to verify that command with resp ect to the precondition, p ostcondition,

and environmen ts. 1 is defined recursively

, based on the structure of the

command argument. Note that the pro cedure call clause includes ; this

inclusion causes the verification conditions generated to verify not only the partial

correctness of the command, but also the call progress claims present in .

The function is presented in Figure 7.2. This function has typ e

( ) . takes a precondition, a command,

a calls progress environmen t, a p ostcondition, and a pro cedure environment, and

returns a list of verification conditions that must b e proved in order to verify that

command with resp ect to the precondition, p ostcondition, and environments.

The verification condition generator function to analyze declarations is .

The function is presented in Figure 7.3. This function has typ e

( ) . takes a declaration and a pro cedure environment, and

returns a list of verification conditions that must b e proved in order to verify that

∧

vc gd

0

0

1 2 1 1

2 2

1 2 pro c

let in

let in

let in

let in

empt y

7.1.3 V erification of Call Graph v cg d p v ar s v al s g l bs pr e post cal l s r ec c ρ

x v ar s v al s g l bs

x l og ical s x

v cg c x x pr e c cal l s post ρ

v cg d d d ρ h v cg d d ρ

h v cg d d ρ

h h

v cg d ρ

v cg g

extend g r aph v cs f an out g r aph v cs

S L

C O N S M AP

F LAT

( ) =

= & &

=

( = )

( ; ) = =

=

&

( ) = [ ]

Figure 7.3: Definition of , VCG function for declarations.

declaration with resp ect to the pro cedure environment.

The next several functions deal with the analysis of the structure of the pro cedure

call graph. W e will b egin with the lowest level functions, and build up to the

main VCG function for the pro cedure call graph, .

There are two mutually recursive functions at the core of the algorithm to an-

alyze the pro cedure call graph, and . They

are presented together in Figure 7.4. Each yields a list of verification conditions

to verify progress across parts of the graph. In the definitions, converts a list

to a set, and adds an elemen t to a list. applies a function to each

element of a list, and gathers the results of all the applications into a new list

which is the v alue yielded. takes a list of lists and app ends them together,

to “flatten” the structure into a single level, a list of elemen ts from all the lists.

The purp ose of the graph analysis is to verify that the progress sp ecified in the

′

′

′

′ ′

′ ′

|

∧ ⇒

| ∈ ⇒

|

0

1

1

0

0

1

1

0 1 1

0

0

0 let in

true

let in

recurses with extend gr aph vcs fan out gr aph vcs

b ackwar ds extend g r aph v cs p ps p q pcs ρ al l ps n p

q cal l pr og r ess p p q ρ

q >

p p >

v ar s, v al s, g l bs, pr e, post, cal l s, r ec, c ρ p

pr e induct pr e r ec q

p S L C O N S p ps > pcs p q

f an out g r aph v cs p C O N S p ps p q pcs q /p ρ al l ps n

f an out g r aph v cs p ps p q pcs ρ al l ps n

F LAT M AP extend g r aph v cs p ps p q pcs ρ al l ps n al l ps

f an out g r aph v cs p ps p q pcs ρ al l ps

cal l pr og r ess

cal l pr og r ess

=

=

( = = [ ]

= =

( ) =

[ ]

( ) = [ ]

( ) ( [ ])

)

( + 1) =

( ( ) )

0 = [ ]

Figure 7.4: Definition of and .

clause for each pro cedure is achieved for every p ossible recursive

call of the pro cedure. The general pro cess is to b egin at a particular no de of

the call graph, and explore through the directed arcs of the graph.

W e asso ciate with that starting no de the recursion expression for that pro cedure,

and this is the starting path expression. F or each arc traversed backwards, the

current path expression is transformed using the function defined

in T able 6.11, and we asso ciate the result yielded by with the new

no de reached along the arc. At each p oint we keep track of the path of no des

from the current no de to the starting no de. This backwards exploration continues

recursively

, until we reach a “leaf ” no de. A leaf no de is one which is a duplicate of

one already in the path of no des to the starting no de. This duplicate may match

the starting no de itself, or it may match one of the other no des encountered in

0

→

′

HOL p

ps

p

q

pcs

ρ

al l ps

n

p

n

n

n

al l ps ps

n al l ps ps string

                                string list

string

aexp

string aexp

env

                                string list

num

string undiverte d r e cursion

diversion

extend gr aph vcs

fan out gr aph vcs

fan out gr aph vcs

extend gr aph vcs

fan out gr aph vcs fan out gr aph vcs

fan out gr aph vcs

extend gr aph vcs the path of the exploration.

When a leaf no de is reached, a verification condition is generated. These

will b e explained in more detail later; for now it suffices to note that there are

two kinds of verification conditions generated, dep ending on which no de the leaf

no de duplicated. If the leaf no de matched the starting no de, then we generate an

verification condition. If the leaf no de matched any other

no de, then we generate a verification condition.

p erforms the task of tracing backwards across a particular

arc of the pro cedure call graph. traces backwards across all

incoming arcs of a particular no de in the graph. The arguments to these functions

have the following typ es and meanings:

: : current no de (pro cedure name)

: ( ) : path (list of pro cedure names)

: : starting no de (pro cedure name)

: : current path condition

: : prior path conditions

: : pro cedure environment

: ( ) : all declared pro cedures (list of names)

: : depth counter

: : source no de of arc b eing explored

The depth counter was a necessary artifact to b e able to define these func-

tions in ; first was defined as a single primitiv e recursive

function on combining the functions of Figure 7.4. Then was

defined as a mutually recursive part of , and

resolved to the remainder. F or calls of , should b e equal to

the difference b etween the lengths of and . F or calls of ,

should b e equal to the difference b etween the lengths of and , minus

one.

2 al l ps

cal l s

λp.

cal l pr og r ess

cal l pr og r ess

cal l s p

cal l pr og r ess fan out gr aph vcs extend gr aph vcs

extend gr aph vcs

not

extend gr aph vcs calls with

calls with

false

calls with

false

calls with

false

false

false

The definition of maps across all defined

pro cedures, as listed in . It is exp ected that practically sp eaking, most

programs will have relatively sparse call graphs, in that there will b e many pro-

cedures in the program, but each individual pro cedure will only b e called by

a small fraction of all defined. Therefore it is imp ortant for the application of

describ ed ab ove to terminate quickly for applications across an

arc which do es not actually exist in the pro cedure call graph. The lack of an arc

is represented by the lack of a corresp onding . . . clause in the header

of the pro cedure which would b e the source of the arc. When assembing the

calls progress environment from the . . . clauses of a pro cedure,

each clause pro duces a binding onto an initial default calls progress environmen t.

This default calls progress environment is . Then all references to target

pro cedures sp ecified in the . . . clauses yield the default v alue of

this default calls progress environment, . This indicates that there is no

relationship at all p ossible b etween the v alues in the states b efore and after such

a call, and therefore signifies that such calls cannot o ccur. As a side b enefit,

this ensures that any omission of a . . . clause from the header of a

pro cedure whose b o dy do es indeed contain a call to the target pro cedure will gen-

erate verification conditions that require proving , and these will b e quickly

identified as untrue.

An invo cation of will at its b eginning call the

function. According to its definition in the last chapter, will ev alu-

ate to extract the progress expression. F or a nonexistent arc, this will b e

, as describ ed ab ove. The definition of then tests whether the

progress expression is equal to . F or such a nonexistent arc in the pro cedure

′ true

true

true

let in

true extend gr aph vcs

extend gr aph vcs

extend gr aph vcs

gr aph vcs cal l pr og r ess

g r aph v cs al l ps ρ p

v ar s, v als, g l bs, pr e, post, cal l s, r ec, c ρ p

f an out g r aph v cs p p r ec λp . ρ al l ps LE N GT H al l ps

f an out g r aph v cs g r aph v cs

g r aph v cs call graph, it is, and then immediately terminates with v alue .

The invo cation of then receives as the current path

condition. The next step of is to test whether the path condition

is equal to . Since it is, the definition of then imm ediately

terminates, yielding an empty list with no verification conditions as its result.

In theory

, these functions could have b een designed more simply and homo-

geneously to yield equiv alent results just using the parts of each definition which

handle the general case. However, this would not have b een a practical solution.

All these functions are designed with particular attention to as quickly as p os-

sible dismiss all nonexistent arcs of the pro cedure call graph. This is critical in

practice, b ecause of the p otentially exp onential growth of the time involved in

exploring a large graph. This rapid dismissal limits the exp onential growth to a

factor dep ending more on the average numb er of incoming arcs for no des in the

graph, than on the total numb er of declared pro cedures.

=

( ) =

[ ] ( ) ( )

Figure 7.5: Definition of .

The function is called initially by the function .

is presented in Figure 7.5. It analyzes the pro cedure call graph, b egin-

ning at a particular no de, and generates verification conditions for paths in the

graph to that no de to verify its recursive progress, as designated in its recursion

expression declared in the pro cedure’s header.